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 BSC-504(1) Information Security 

 BSC-504(2) Big Data Analytics 
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Semester-I 

 

 

S.No. Subject Code Title Credits Marks 

Internal  External 

Total 

1 BSC-101 

(CORE - 1) 

Programming 

Methodology  

4    

2 BSC-102 

(CORE - 2) 

Computer System 

Architecture 

6    

3 BSC-103 

(GE – I) 

-- 6    

4 BSC-104 

(AEC – I) 

-- 4    

5 BSC-105 

( Practical - 1 ) 

Programming using 

C/C++ 

2   

  Total 22  22 
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BSc(CS)-101 

Programming Methodology 

 

COURSE OBJECTIVES: 

 To understand how C++ improves C with object- oriented features. 

 To learn how to write functions for efficiency and performance. 

 To learn the syntax and semantics of the C++ programming language. 

 To learn how to design C++ classes for code reuse. 

 

1. Introduction to C and C++  

History of C and C++, Overview of Procedural Programming and Object-Orientation 

Programming, Using main() function, Compiling and Executing Simple Programs in C++. 

2. Data Types, Variables, Constants, Operators and Basic I/O  

Declaring, Defining and Initializing Variables, Scope of Variables, Using Named 

Constants, Keywords, Data Types, Casting of Data Types, Operators (Arithmetic, 

Logical and Bitwise), Using Comments in programs, Formatted and Console I/O 

(printf(), scanf(), cin, cout), Using Basic Header Files (stdio.h, iostream.h, conio.hetc). 

3. Expressions, Conditional Statements and Iterative Statements 

Simple Expressions in C++ (including Unary Operator Expressions, Binary Operator 

Expressions), Understanding Operators Precedence in Expressions, Conditional 

Statements, Understanding syntax and utility of Iterative Statements (while, do-while, 

and for loops), Use of break and continue in Loops, Using Nested Statements. 

4. Functions and Arrays 

Utility of functions, Call by Value, Call by Reference, Functions returning value, Inline 

Functions, Return data type of functions, Functions parameters, Differentiating 

between Declaration and Definition of Functions, Command Line Arguments. 
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Creating and Using One Dimensional Arrays (Declaring and Defining an Array, 

Initializing an Array), Two- dimensional Arrays, Introduction to Multi-dimensional 

arrays. 

 

5. Pointers and References in C++  

Understanding a Pointer Variable, Simple use of Pointers, Pointers to Pointers, Pointers 

to structures, Problems with Pointers, Passing pointers as function arguments, 

Returning a pointer from a function, Using references as function arguments and 

function return values. 

6. Using Classes in C++  

Principles of Object-Oriented Programming, Defining & Using Classes, Class 

Constructors, Constructor Overloading, Function overloading in classes, Class Variables 

&Functions, Objects as parameters, specifying the Protected and Private Access, Copy 

Constructors. 

7. Overview of Function Overloading and Operator Overloading  

Need of Overloading functions and operators, Overloading functions by number and 

type of arguments, looking at an operator as a function call, Overloading Operators 

(including assignment operators, unary operators). 

8. Inheritance, Polymorphism and Exception Handling    

Introduction to Inheritance (Multi-Level Inheritance, Multiple Inheritance), 

Polymorphism (Virtual Functions, Pure Virtual Functions), Basics Exceptional Handling 

(using catch and throw, multiple catch statements). 

 

COURSE OUTCOMES: 

After completion of this course students should able to understand - 

 The fundamental programming concepts and methodologies which are essential to 

building good C/C++ programs. 

 To practice the fundamental programming methodologies in the C/C++ programming 
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language via laboratory experiences. 

To code, document, test, and implement a well- structured, robust computer program 

using the C/C++ programming language. 

 

 

 

 

 

 

Reference Books 

1. HerbtzSchildt, "C++: The Complete Reference", Fourth Edition, McGraw Hill.2003 

2. BjarneStroustrup, "The C++ Programming Language", 4th  Edition, Addison-Wesley , 

2013. 

3. BjarneStroustroup, "Programming -- Principles and Practice using C++", 2nd 

Edition, Addison-Wesley 2014. 

4. E Balaguruswamy, "Object Oriented Programming with C++", Tata McGraw-Hill 

Education, 2008. 

5. Paul Deitel, Harvey Deitel, "C++ How to Program", 8th Edition, Prentice Hall, 2011. 

5. John R. Hubbard, "Programming with C++", Schaum's Series, 2nd Edition, 2000. 

6. Andrew Koeni, Barbara, E. Moo, "Accelerated C++", Published by Addison-Wesley , 2000. 

7. Scott Meyers, "Effective C++", 3rd Edition, Published by Addison-Wesley, 2005. 

8. Harry, H. Chaudhary, "Head First C++ Programming: The Definitive Beginner's Guide", 

First Create space Inc, O-D Publishing, LLC USA.2014 

9. Walter Savitch, "Problem Solving with C++", Pearson Education, 2007. 

10. Stanley B. Lippman, JoseeLajoie, Barbara E. Moo, "C++ Primer", Published by 

Addison- Wesley, 5th Edition, 2012 
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Information Security 

 

Computer Security: Computer Security Concepts, Threats, Attacks, and Assets, 
Security Functional Requirements, A Security Architecture for Open Systems, 
Computer Security Trends, Computer Security Strategy. 

Cryptography: Substitution, transposition ciphers, symmetric-key algorithms-Data 
Encryption Standard, advanced encryption standards, public key encryption – RSA; 
Diffie-Hellman key exchange, ECC cryptography, Message Authentication- MAC, 
hash functions. 

 
User Authentication and Access Control: 

User Authentication: Means of Authentication, Password-Based Authentication, 
Token-Based Authentication, Biometric Authentication, Remote User Authentication, 
Security Issues for User Authentication Access Control: , Access Control Principles, 
Subjects, Objects, and Access Rights, Discretionary Access Control Example: UNIX 
File Access Control, Role-Based Access Control 

Database Security: The Need for Database Security, Database Management Systems, 
Relational Databases, Database Access Control, Inference, Statistical Databases, 
Database Encryption, Cloud Security 

Malicious Software’s and Denial of Service Attacks: 

Section-C Malicious Software: Types of Malicious Software (Malware), Propagation–
Infected Content–Viruses, Propagation–Vulnerability Exploit–Worms, Propagation–
Social Engineering– SPAM E-mail, Trojans, Payload–System Corruption, Payload–
Attack Agent–Zombie, Bots, Payload–Information Theft– Keyloggers, Phishing, 
Spyware, Payload–Stealthing–Backdoors, Rootkits 

Denial-of-Service Attacks: Denial-of-Service Attacks, Flooding Attacks, Distributed 
Denial- ofService Attacks, Application-Based Bandwidth Attacks, Reflector and 
Amplifier Attacks, Defenses Against Denial-of-Service Attacks, Responding to a 
Denial-of-Service Attack 

 
Operating System Security: Introduction to Operating System Security, System 
Security Planning, Operating Systems Hardening, Application Security, Security 
Maintenance, Linux/Unix Security, Windows Security, Virtualization Security 

 
 

Textbook  W.  Stallings,  ―Computer  Security:  Principles  and  Practice,‖  2nd  Edition,  
Prentice Hall, ISBN: 0132775069, 2011. 

Recommended Books 
1.  M. Stamp, ―Information Security: Principles and Practice,‖ 2nd Edition, 

Wiley, ISBN: 0470626399, 2011. 
2.  M.  E.  Whitman  and  H.  J.  Mattord,  ―Principles  of  Information  Security,‖  4th  

Edition, Course Technology, ISBN: 1111138214, 2011. 
3. M.  Bishop,  ―Computer  Security:  Art  and  Science,‖  Addison  Wesley,  ISBN:  

0-201- 44099-7, 2002. 
4. G.   McGraw,   ―Software   Security:   Building   Security   In,‖   Addison   Wesley,   

ISBN: 0321356705, 2006. 
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Big Data Analytics 

 
1. Understanding Big Data: Datasets, Data Analysis, Data Analytics-Descriptive Analysis, 

Diagnostics Analytics, Predictive Analytics, Prescriptive Analytics, Big Data Characteristics 
– volume, velocity, variety, veracity, value, Different Types of Data – Structured Data, 
Unstructured Data, Semi-Structured Data 

 
2. INTRODUCTION HADOOP: Big Data – Apache Hadoop & Hadoop EcoSystem – Moving 
Data in and out of Hadoop – Understanding inputs and outputs of MapReduce - Data 
Serialization. 

 
 
4. HADOOP ARCHITECTURE: Hadoop Architecture, Hadoop Storage: HDFS, Common 
Hadoop Shell commands, Anatomy of File Write and Read, NameNode, Secondary 
NameNode, and DataNode, Hadoop MapReduce paradigm, Map and Reduce tasks. 

 
4. Theory and methods for big data analytics: Regression Modeling, Multivariate Analysis, 
Bayesian Modeling, Inference and Bayesian Networks, Support Vector and Kernel 
Methods, Analysis of Time Series: Linear Systems Analysis, Nonlinear Dynamics, Rule 
Induction, Decision Trees. 

 
5. Programming with R : Basic Syntax, Data types, Variables, Operators, Decision 
Making, Loops, Functions, Vectors, lists, Matrices, Arrays, Data Frames, R Data Interfaces 
– CSV Files, Excel Files, Database, R charts & graphs , R statistics – Mean, Median, Mode, 
Linear Regression. 

 
 
Readings: 1. Chris Eaton, Dirk deroos et al. , ―Understanding Big data ‖, McGraw Hill, 
2012. 
2. ―Big  Data  Fundamentals:  Concepts,  Drivers  &  Techniques‖,  1/e,  2016,  Thomas  Erl,  
Wajid Khattak, Paul Buhler, Prentice Hall. 
3. ―Big Data Analytics with R and Hadoop‖, 1e, 2013, Vignesh Prajapati, Packt Publishing 

Ltd, UK. 
4. ―The Art of R Programming: A Tour of Statistical Software Design‖,revised,2011, 

Norman Matloff, No Starch Press 5. "Hadoop:The Definitive Guide," 3/e, 2012, Tom 
White, O'REILLY Publications. 
6. "Understanding Big Data: Analytics for Enterprise Class Hadoop and streaming Data" 
,2012, Paul Zikopoulos, IBM, Chris Eaton, Paul Zikopoulos, The McGraw-Hill Companies. 
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 MSC-205 Research Methodology 

 MSC-303 Data Mining and Data Warehousing 

 MSC-304 Network Security 
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